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Scope

Target(s)
The scope of the test included the following in-scope information assets:
acesectest.adeptia.com

Roles tested include: Admin, Business, Partner and View-Only

Control(s)

The in-scope information assets were measured against the following controls:

¢ Open Web Application Security Project (OWASP)
¢ Open Web Application API Security Project (OWASP)
¢ Penetration Testing Execution Standard (PTES)

Timetable

The following testing timetable is shown below:

e Test Start: 10/11/21
e Test End: 10/14/21
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Executive Summary

Overview

RedTeam Security has adopted an industry-standard approach toward security assessments. This approach is
used in all our assessments and provides our clients with real-world risks that take into account a number of
factors ranging from: Skill Level, Motive, Ease of Exploit to Financial and Reputational Damage. Our
comprehensive approach ensures that our clients’ vulnerabilities are represented by their true real-world
likelihood and potential impact to their business.

RedTeam Security conducted an Application Penetration Test against the organization using a methodical and
standardized approach. The objective of the assessment was to measure the security posture of the in-scope
assets and identify any deviating vulnerabilities by measuring them against industry-adopted controls. For more
information about our approach and methodology, please see Appendix A.

Important findings from the assessment were communicated to management either during or following the
assessment as appropriate based on the nature and risk level of the finding. All of our findings are explained in
detail in the Findings section of this report. These findings are aligned with industry best practices at the time of
report generation.

Summary

RedTeam Security conducted an application penetration test for Adeptia of Adeptia Connect with the purpose of
assessing the security posture of the company’s web application in the test environment. This testing utilizes
industry standard methodologies, as well as manual and automated techniques, to identify security
vulnerabilities and assess the risk presented by these findings. As a result of testing, nine (9) vulnerabilities
were identified. Two (2) findings were rated High-Severity, four (4) were rated Medium-Severity, and three (3)
were low-risk.

High Severity Vulnerabilities

The first High Severity vulnerability is an Authorization Bypass that results from a lack of server-side checks to
verify that a request is permitted for a user of a given role. The server frequently processes authenticated
requests without checking. Some of the examples of this vulnerability that would be the most attractive to a
malicious actor could allow an authenticated user to make themselves a sys-admin user, assign themselves to
any partner/company, and change passwords and emails for any accounts in the application. If sensitive
information existed, it would also allow access to that. The second High Severity vulnerability is directly related
to the first, and involves an endpoint that any authenticated user can access in order to change any user's
password. This vulnerability is enhanced by the fact that the Access Token used to allow the password change
can actually be expired. As an example, a former employee could therefore exploit this to gain access to
accounts by using a saved and stored token value.

Medium Severity Vulnerabilities

The first Medium Severity vulnerability is for Insufficient Session Expiration, which is related to the above-
mentioned password-change vulnerability. Passwords can be changed while authenticating with an expired
Access Token. The second Medium Severity vulnerability, Brute Force Requests Allowed, is also related to the
password-change functionality. When submitting a password-change request, the application asks the user to
enter the existing password. As the user types, the application submits requests to the server to check if the
password is valid, and the server responds "true" or "false." This response can be exploited by an authenticated
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user to rapidly guess passwords for other users. The server response will inform them of a correct guess. The
third Medium Severity finding stems from a separate avenue for Unverified Password Change. Higher privileged
users can use the Ul to change the registered email for any other user. This means they can change any user's
email to their own and submit a password-reset request, effectively taking over the account and also negatively
impacting accountability of otherwise separate users. The final Medium Severity finding is for Weak Passwords.
The password policy requires only eight (8) characters minimum. RedTeam recommends a minimum of no less
than 15 characters.

Low Severity Vulnerabilities

The first Low Severity vulnerability is for Concurrent Sessions Allowed. The risk here is primarily that if an
account was compromised, say, by a password-guessing attack, then the legitimate, logged-in user would not
be alerted when an unauthorized third party also logged into their account from a different IP. The remaining
two Low Severity vulnerabilities are the result of insecure cryptographic configurations that affect the
confidentiality of encrypted traffic.

RedTeam Security would like to encourage Adeptia to review the findings contained within this report and to use
the information to develop remediation strategies which can help ensure the security and integrity of corporate
assets and information.

Update: Nov. 30, 2021
RedTeam retested all findings to validate remediation efforts. Six (6) of the nine (9) findings were remediated.
Both of the High Severity findings, Authorization Bypass, and Unverified Password Change, were remediated.

Two (2) of the four (4) Medium Severity findings were remediated. RedTeam was unable to test the finding
regarding an Unverified Password change over email, because the email address of the test accounts could not
be changed. As such the status of that finding cannot be changed to remediated. The other Medium Severity
finding that was not remediated was Weak Passwords. The application still allows a password with fewer
characters than is recommended, though the severity was slightly lowered due to the remediation of another
finding. RedTeam was also informed by Adeptia that the password length and complexity was an application
requirement, and thus would not be remediated.

Two (2) of the three (3) Low Severity findings were remediated. RedTeam was informed by Adeptia that
concurrent logon sessions was an application requirement, and thus would not be remediated.

Update: Dec 1, 2021
After reviewing the Medium Severity finding regarding Unverified Password Change, RedTeam found that
preventing an email change remediated this finding.
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Vulnerability Summary

The charts below are designed to provide a quick snapshot of the assessment. For information regarding risk
ratings, please see Appendix B. Otherwise, for vulnerabilities as a result of this assessment, please see the
Findings section.

Total Vulnerabilities by Rating

16
14
12

10

Critical High Medium Low Mote

Critical (0) | High (0) | Medium (11) | Low (1) | Note (0)

Average by Risk Factor Average Overall Rating

Threat Agents .

WVulnerability Factors .
Technical Impact -
Business Impact -

0 3 10 LOW
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Vulnerability Summary

Quick View

The table below is designed to provide a quick view of all the identified findings and their respective risk ratings.
Please see the following section for a detailed listing of the identified findings.

For information regarding our risk rating methodology, please see Appendix B.

# Finding Title Instances Rating

1. [REMEDIATED] Authorization Bypass 11

2. [REMEDIATED] Unverified Password Change 11
3. [REMEDIATED] Insufficient Session Expiration 11
4. [REMEDIATED] Unverified Password Change 11
5. Weak Password 11
6. [REMEDIATED] Brute Force Requests Allowed 11
7. [REMEDIATED] HTTP Strict Transport Security Not Enforced 1
8. [REMEDIATED] 3DES Ciphers Supported 1
9. Concurrent Login Sessions Allowed 1

Total Instances: 12
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Finding(s)

1. Authorization Bypass | zll¢]a2N¥A]

[THIS FINDING HAS BEEN REMEDIATED]

Description:

An Authorization Bypass occurs when an application fails to prevent a user from taking actions that the user is
not authorized to take. There are a wide variety of vectors through which these vulnerabilities can be found and
exploited. The discovery, exploitation and impact of Authorization Bypass vulnerabilities is highly dependent
upon the functionality of the application.

Impact:

The impact of Authorization Bypass vulnerabilities is highly dependent upon the functionality of the application.
Impact can range from gaining access to non-critical functionality, to unauthorized access to administrative
functionality and compromise of PII.

Test(s) Conducted:

Testing for Authorization Bypass vulnerabilities involves the identification of permissions limitations for the user
role allocated for testing. By identifying the process through which permissions are limited within an application,
a tester will then attempt to manipulate these processes to elevate or gain unauthorized privileges within an
application. Such manipulation may include changing ID parameters or directly visiting parts of the application
intended only for other users.

Finding Comments:

A lower privilege user (for example, a user with the view-only role) can escalate privileges to sys-admin by
intercepting and tampering with a profileUpdate request before it is sent to the server. The server checks for
Authentication in the form of a valid Access Token, but there is a lack of server-side checks for valid
Authorization according to the application's role-system. The number of instances is set to 11 because there are
11 users in the testing environment, but in other environments this vulnerability will likely affect any user who
can make POST requests to change any information about their profile.

This vulnerability essentially allows any authenticated user of the application to exercise the privileges of a sys-
admin user. It is likewise possible for a user to change their own partner-id and company this way. This could be
used to compromise users of other companies, take over accounts, or to create DoS conditions for users of the
application. If sensitive information exists within any users accounts, then that information could be
compromised. Escalating privileges by changing a user's role is one of the first and most obvious targets for an
attacker. However, the lack of server-side authorization checks in this case is indicative of a larger potential
issue. There are likely more Unauthorized API calls that can be made than those that RedTeam was able to
identify during the limited time-span of the test.

RedTeam recommends reviewing the application and ensuring that all of the role-based authorization checks
that are occurring in the Ul are also completed by the server before it processes requests.
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It is also possible to achieve at least some of the same bypass simply by tampering via the browser console.

Update: Nov. 30, 2021

RedTeam retested this finding and observed that manipulating the role id parameter in a request to the
previously affected API endpoint, no longer changed the account to an administrator.
Recommendations:

Privileges and permissions within an application must be limited both through client-side controls and server-
side validations. It is recommended that these controls are checked for functionality, and that server-side
controls are put in place to prevent the accessing of privileges and information outside of allocated and
intentional user permissions.

Affected System(s):

acesectest.adeptia.com/*
acesectest.adeptia.com/rest/users/[UUID-endpoint]?profileUpdate=true

Instance(s):
11

Status:
Remediated

Evidence:

Response

Evidence notes:
The profileUpdate request is intercepted and the partner-id and role-id are tampered before forwarding to the
server.
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ul.

Request

AR raw W Actions v

1 PUT /rest/users/11633693463737 Tprofilelpdatestrue HITP/1.1

2 Host: acesectest, adeptia.con

3 User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0

4 Accept: ¥/

S Accept-Language: en-US,en:q=0.5

6 Accept-Encoding: gzip, deflate

7 Content-Type: application/ison

& _couits wHasl BPRFTFLnVib7xnnkifdQovADOSW7pxez

© ¥-Requested-With: XMLHttpRequest

10 Content-Length: 214

11 Origin: https://acessctest.adeptia. con

12 ONT: 1

15 Connection: close

14 Referer: httpsi//acesectest adeptia,con/

Coskie: MESTORY-; old_hash-; ACCESS TOKCN-ziaviey)hbocioiJTUzILNLInvuryLGTINIQSOYNT Q. camyNENKTHapNULaMom L Bl oxvi vl us3pxixaz
ROVE

d after refreshing the session are now reflected in the

Response

ity | render

1 HTTP/L.1 200
2 Strict-Transport-Security: max-age=31536000 ;
3 X-Frame-Options: SAMEORTGIN
4 X-Content-Type-Options: nosniff
5 X-XSS-Protection: 1: mode=block
© Cache-Control ; no-cache
7 Content -Security-Policy: script-src 'self’
 Connection: close
© Set-Cookie: ACCESS_TOKEN-
ziavBey JhbGei 03 JTUzT INi TsTnVuYy TETTNIOSOYNTY £0. < 3MyNENKTHIpl
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UNRGNL p 4R1NHZ oy QuNT b Xhsa01 Rbn=3LOFSTL RKbORTCI ZIan] FHnJk R JONGKL. INENHSZITYOp OaxdFIFCTASE
ut]Z‘.WRXArWJmuzuKNEthZZMHJPVXZ]SFquQNM‘.uzmlwlesEak&TZURSMded ZiREFCaURQTQpo<EdOME
raVV2HVLkNEp JTEFKd XVHZ3IFVk N Uyt P L Al i yNUJSZGE

\n Actions v

includesubbonains

‘unsafe-inline’ ‘unsafe-eval';

¥LBLOXVi VAL J2QnBRcEp MOVORL hi_Zng 2bz Juckhj cWJb1BEbdwd

yR2Vj alhj OUix6azBnS] kwelNs QKUIKO1 OMBFo YT guM1B6CL Er SOy by UWRENT p 4R1NHZFoy Gn NIb XhsaGLRbnF3LOFSTL AKbOATCl ZT0nL FHn kR
AvUDhKNGSVaUK KaHFD=DL Xb GIPOEZIU2RSS] Ru VOFA TUAFML VuNSBWRL N2 VSt nRVFt 02 ZpHDFral | nakiaczY vk Zr VEgxY200T V1 n ZHRO 2clYa 2L uSgpSZG]QMk: 2bWpE
3 VHRZTG § WL UObT NxNUASGnVXCKF 4T3B2 Vg 4UHPGHUBCGL udFUZSHVADAs d2RTCF JOSHoLdk dt MANCHHL KTVFL 1 1zbGUTanE1 AWl SVKRVWWROLOKS , 1p8A3b 7V -PO

“Indigauser®:{

e businessuser@yopnail . con”,
"userPartnerRole:

“partnert:{
1

"11633693463737"

¥
“defaultRole": false

Evidence notes:
Update: Nov. 30, 2021
PUT request, which no longer changes the role id.

Severity Calculation:

The process for calculating the finding's severity is deriv
four (4) criteria separated into Likelihood and Impact. Th

P
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Max-Age=3600; Secure: HttpOnly

Set-Caokie: ssitwmb=120; Path=/

Set-Caokie: seis=1200; Path=/; Expires=Tue, 30-Nov-20ZL 18:33:47 GMT; Max-Age=1200

Expires: 0

5 Pragna; no-cache

X-Powered-By: Adeptia Connect

vary: accept-encoding

Content -Type: text/pla

Data: Tue, 50 Neu 201 18:15:47 GHT

Server: Adeptia

{"id":"11633693463757" , "version" : "1", i"IndigoUser 1127

000000001 107055536473900001
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"Project :11484550701988" , *
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5140789 19k6/mFSZYYdg:

d*:3}, "partner’ i {"i,

“activeVersion’:true, "entityNane’ :"ace businessuser@yopnail . con”,
" IndigaGroup: 1921680010751 481 8156604830002 , "pernissionttas
ndi goUser 116336 " vereat 1saz7meusmun
iserConp:
title':”
activaterla .
nab‘.ese".funbward ifalse,

“userOwner®
777

ject":

seDefau".(ngwInAWHe
))]
;ymmnued ifalse, typedld {;a

nvitationId":0, "readOnlyAccess": fa
L “type":"IndigoUser"}}
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1se,"nane" :'ace businessuser@yopnail .con” S easesniEarr

ed by assigning a numeric value between 0 and 9 to
e formula is best represented here: Likelihood(Threat

Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood

+ Impact) /2

Hig

Reference(s):

https://cwe.mitre.org/data/definitions/285.html

= (Likelihood (7 + 7) /2 = + Impact (7 + 7) /2 = GIERA@)) /2

https://www.securitymetrics.com/blog/attackers-known-unknown-authorization-bypass
https://owasp.org/www-project-web-security-testing-guide/stable/4-Web_Application_Security_Testing/05-Authori
zation_Testing/02-Testing_for_Bypassing_Authorization_Schema

Cvss:

(AV:N/AC:M/Au:S/C:C/I:C/A:N)
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Finding(s)

2. Unverified Password Change | |glle]sf{(c¥%);

[THIS FINDING HAS BEEN REMEDIATED]

Description:

When setting a new password for a user, the application does not require knowledge of the original password or
use another form of identity verification outside of the presence of session tokens.

Impact:
If an attacker is able to take control of a valid session, they could easily change the victim's password.
Test(s) Conducted:

Beginning as a logged in user, change that user's password, observing whether the old password is required.
The password change process should then be examined for vulnerability to Cross Site Request Forgery. Further
testing should attempt to change a different user's password. Successive failures of these tests indicate
increasing severity of this finding.

Finding Comments:

The password change functionality can be abused in order to allow a logged-in user to change the password
without first entering the existing password. This is due to the following circumstances:

The client-side application initially requests the user to enter the existing password in order for it to be changed.
When this request is sent, the server checks the validity of the password and responds with a statement
"passwordmatch:true" or "passwordmatch:false", depending on whether the correct password was entered.

By intercepting the server's response and changing a "false" statement to "true", the client-side application,
after receiving "true", proceeds to submit a subsequent request to set the new password.

A valid Access Token can also simply be used directly to submit this request, if the structure of the request is
already known. This is true even if the Access Token is expired. The server unconditionally processes requests
to this endpoint, if they are paired with a valid or expired Access Token.

The risk presented by this vulnerability is enhanced by a number of factors. First, because the Access Token
provided does not appear to expire. Second, because an attacker can also manipulate the UUID of the request
in order to successfully change another user's password without verification. This aspect of the vulnerability is
covered further in the finding "Authorization Bypass." The UUID is difficult to guess for an attacker with a low
level of existing access. However, they are not random and enumeration would likely be possible. An attacker
who has the ability to sniff network traffic could also observe these numbers in HTTP requests. They could also
take advantage of the existing Authorization-Bypass vulnerability to escalate their role to admin, enumerate
endpoints for various users, and then revert their role in order to minimize visibility. They could then hold on to
the endpoints and the expired access token until such a time as they decide to take over another account.
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Because the UUIDs are incremented instead of random, it could also be possible for an attacker to create a DoS
event by rapidly submitting password-change requests while targeting all user endpoints in a given range.

Update: Nov. 30, 2021
During retesting RedTeam found that submitting a password change request with an incorrect current password
resulted in a 401 error. This prevented the unauthorized change of a password, thus remediating this finding.

Recommendations:

Require knowledge of the original password or use another form of identity verification in order to change a
password.

Affected System(s):
acesectest.adeptia.com/#passwordchange
Instance(s):

11

Status:

Remediated

Evidence:

om:d43 3 1 [54.160

Intercept ison

G0 ; includeSubDomains

(i script-src 'self' 'unsafe-inline' 'unsafe-eval';

Evidence notes:
The server response is tampered with in order to initiate the subsequent password-change request.
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Request Response

Pretty
1

Evidence notes:

The UUID is changed from that of the view-only user to that of a sysadmin user. This results in a successful
password change for that sysadmin user.

Request

Response

LES Raw  \n Actions v pretty JESIg Render \n Actions v

1 PUT /rest/users/changepassword/11633693463737 HTTP/1.1 1 HTTP/1.1 401

2 Host: acesectest. adeptia.com 2 Strict-Transport-Security: max-zge=31536000 ; includeSubDomains
2 User-Agent: Mozillas5.@ (X11; Linux xB6_64; rv:78.0) Gecko/20100101 Firefox/78.0 3 X-Frame-Options: SAMEORIGIN

4 Accept: */% 4 X-Content-Type-Options: nosniff

S Accept-Language: en-US,en;q=0.5 S X-XSS-Protection: 1; mode=block

© Accept-Encoding: gzip, deflate
7 Content-Type: application/json

& Cache-Control: no-cache

7 Content-Security-Policy: script-src 'self' ‘unsafe-inline’ 'unsafe-sval';
8 _cguit: LOCMTBRRFTfLnVib7xnmkifdOovADOSW7pxez & Connection: close

9 ¥-Requested-With: XMLHttpRequest 9 Expires: 0
10 Content-Length: 64 10 Pragma: no-cache

11 Origin: https://acesectest.adeptia.con 11 X-Powered-By: Adeptia Connect

12 DNT: 1 12 Content-Type: text/plain

13 Connection: close 13 Content-Length: 21

14 Referer: https://acesectest.adeptia.con/ 14 Date: Tue, 30 Nov 2021 18:24:57 GMT

15 Cookie: HISTORY=; old_hash=; ACCESS_TOKEN-ziavBeyJhbGei0ilTUzT1Mi TsTmVuYyTETLNIQSOYNTYH£Q. C3MyNENKTWIPNULoMSSm YL BLOXVIVWL qS3pxhiiIz - 15 Server: Adeptia
pyR2V] allhj OUx6azBnS1 kwe LNSOXULKO10H3FoYTgwMLBECL ErSDl ybmMy UNRENL p4RLNMZFoy QniNIbhsa01RbnF3LOFSTL RKbDRTEL Z10nL FHn JkRngya3IONGX1ROVE 16
AwUDhkNGS ValkKaHFDeDL b GIPOEZILIZRSS] RUVEFL TUAFML VUNSBWRL Nz VSt nRVFt 0zZpHDFral L naHNaczYyVk Zr VEqxY200TVL nZHROC 2dYa21 USgpSZGL 2MkczbWpB 17 HTTP 401 Unauthorized]
33 VHRZTGH WL LIOB1 NxNUd SQn VX CkF AT 3Bz Vg 4UHp GMUpBeGLudFUZ SHV G VDA s dzRIcFI0SHo Ldkdt MANChHL k TVFL ML 1zbGVTanSL RNL SVKRVVVROLOKS . 1pBAZb7V- PO
16
7L
"newPassword": "PEsswWOrdsa4sL”,
"currentPassword": "PEsswOrdsads”

T

Evidence notes:
Update: Nov. 30, 2021
Unsuccessful password change, using incorrect current password.

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

NG = (Likelihood (5 + 8) /2 = JEILNEEN] + Impact (7 + 5) /2 = Il EN) /2
Reference(s):

https://cwe.mitre.org/data/definitions/620.html
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security Testing/04-Authen
tication_Testing/09-Testing_for Weak Password _Change_or Reset Functionalities

CvVssS:
(AV:N/AC:H/Au:N/C:N/I:P/A:N)

[Back to Top
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Finding(s)

3. Insufficient Session Expiration |

[THIS FINDING HAS BEEN REMEDIATED]

Description:

Insufficient Session Expiration occurs in scenarios in which a user session is terminated on the client side, but is
still active on the server-side. As a result of the session remaining active it is possible for an attacker, who has
compromised session tokens, to continue to take unauthorized actions after it appears to the user, on the client-
side, that the session has been terminated.

Impact:

By not immediately terminating a user's session server-side, it is possible for an attacker to perform actions as
that user in the window of time where the server has not ended the user's session. The risk of this vulnerability
is magnified the longer the timeout window is, as a shorter timeout window reduces the amount of time an
attacker has to act. In that window of time, the exposure to other session-based attacks is increased, as reuse of
a valid session id to hijack a session requires that the session still be active. The impact of this vulnerability is
dependent on how the back-end systems respond to the attacker's traffic, and could range from information
disclosure to account takeover.

Test(s) Conducted:

Authenticated traffic is sent within a session, the user logs out, and older traffic is resent in that original session.
If the server accepts and responds to the traffic, the session has not been properly terminated on the back-end
server.

Finding Comments:

It is possible to exploit a valid, but expired Access Token to successfully submit a password-change request for
any user. This is connected to the existing Authorization Bypass vulnerability detailed in a separate finding. In
this case, the server is similarly failing to check to see if the token is expired. This could allow, for example, a
laid-off employee or anyone else with even brief access to an authenticated session, to potentially take over
other users' accounts at an undetermined later time.

During the time frame of the test, RedTeam was unable to identify other API calls that could be successfully
made using an expired token. However given the breadth of functionality affected by the lack of server-side
authorization checks, it should be considered very likely that there are more instances. At the present time, the
number of instances is set to 11 to reflect the existing number of users that have access to a token.

It should be noted that there appear to be more ways to exploit lack of server-side authorization checks in order
to extend sessions or bypass session expiration. RedTeam did not have time to conclusively identify more
instances during this short engagement.

Update: Nov. 30, 2021
RedTeam retested this finding and found it to be remediated. Once a user has logged out, the access token can
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no longer be used to modify the users profile.
Recommendations:

Ensure that the user's session is terminated immediately on both the client and the server upon the user
initiating the logout process.

Affected System(s):
acesectest.adeptia.com
Instance(s):

11

Status:

Remediated

Evidence:

Response

Evidence notes:

This password change request was successfully submitted in order to change the password of a separate,
sysadmin user. This was successful even though the Access Token used was multiple days old and the original
session had be logged out and a new session had been generated for the user several times in the intervening
days.
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Request

Sl Raw  in Actions v

Host: acesectest.adeptia.com

User-Agent: Mozilla/s5.0 (¥1l; Linux xB86_54;
Accept: #*/%

Accept-Language: en-US,en;qg=0.5
Accept-Encoding: gzip., deflate
Content-Type: applicationsjson

Lacy T 0 R O I O

[Tl R |

¥-Requested-With: XMLHttpRequest
Content-Length: 217

Origin: https://facesectest.adeptia.com

! Connection: close

13 Referer: https://acesectest.adeptia.com/y

o
(SN =

14 Cookie: HISTORY=login; ssitwmb=120; ACCESS TOKEM=soO4geyJhbGe:
HY 2k lawoxcmyzWl Jgdn JCYUNr RHhwWGL SdHRr KONMMYFNC OJ1VEL Bal p VUWRLE
0aVZORLFZYVFLUGhmTTYKeS8wb 11l GZ3pLRHo 4e] JVSnHNPREZMYGA0S0d CLUVR Z
ChDJt RDcSUZRK OVRE cWe 2dnFMRESYy TzdPCng LdTUz Qe LRHFOOUNHT X ZuZUFx«

15 {
"IndigoUser":{
"firstMame";"Oliver",
"lastMame":"Liam",
"title":"Big Boss",
"email":"ace.sysadminl@yopmail .com",
"userPartnerRole": [
{
"partner":{
"id":1
I,
"role":q{
"id":1
T,
"user"q
"1d": "11633693463735"
T
"defaultRole" :true

Evidence notes:
Update: 30 Nov. 2021

cguit: BTMEhBDoOQlSyUpZ30J+CI09/vo93oYkakkoAj

PUT frest/fusers/116336593463735%profilelpdate=true HTTP/1.1

rv:78.0) Geckos20:

Pretty Raw IHHﬁEI

1 HTTP 401 Unauthorized

Acticns

Testing if an access token from a session that had been logged out, can still change attributes of the account.
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Request Response

el Raw  In Actions v Fretty  Raw Actions
1 PUT frestfusers/1l16336934637357profilelpdate=true HTTPR/1.1 1 HTTP 401 Unauthorized
2 Host: acesectest.adeptia.com

User-Agent: Mozilla /5.0 (¥11: Linux xB6_64: rv:78.0) Gecko/200

Accept: #/%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/json

_cguit: BTMBhBDoOQlSyUpZ30QJ+CI09/ voS3oYkakkoA]

¥-Requested-With: XMLHttpRequest

10 Content-Length: &%

11 Origin: https://acesectest.adeptia.com

12 Connection: close

12 Referer: https://acesectest.adeptia.com/

14 Cookie: HISTORY=Llogin: ssitwmb=120; ACCESS_TOKEN=soO4geyJhbGe:
Hy ZklawoxcmyzWL Jqdn JCYLUNr RHhwWGL SdHRrKGNMMYFRC GI1VEL Gal p VLWNLE
OaVZOR1IFZYVF1UGhnTTYKeS8wh11l GZ3pLRHo 421 IVSnNPREZMVGA0SOd CLUVp 2k
ChDJt RDcSU3RK OVRT cWe 2dnFMRECy Tz dPCngld TUz QUc 1 RHFQOUNHT XZuZUFx

15

15

17 {

"newPassword": "PlAsswirdsd443",

"currentPassword": "PiEsswOrdg443"

1

[y Q) O S ]

W00 el

Evidence notes:
Update: Nov. 30, 2021
Testing if the access token from a session that had been logged out, can still change a users password.

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

= (Likelihood (5 + 5) /2 = + Impact (6 + 6) /2 = [FIFAGAY) /2
Reference(s):

https://cwe.mitre.org/data/definitions/613.html
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management Cheat Sheet.html#session-expiration

CVssS:
(AV:N/AC:H/Au:N/C:N/I:P/A:N)

[Back to Top

[THIS FINDING HAS BEEN REMEDIATED]
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Finding(s)

4. Unverified Password Change | | /=e[{8/a00 07460

[THIS FINDING HAS BEEN REMEDIATED]

Description:

When setting a new password for a user, the application does not require knowledge of the original password or
use another form of identity verification outside of the presence of session tokens.

Impact:
If an attacker is able to take control of a valid session, they could easily change the victim's password.
Test(s) Conducted:

Beginning as a logged in user, change that user's password, observing whether the old password is required.
The password change process should then be examined for vulnerability to Cross Site Request Forgery. Further
testing should attempt to change a different user's password. Successive failures of these tests indicate
increasing severity of this finding.

Finding Comments:

The email change process does not require a user to provide the existing password in order to verify the
change. This means that if a malicious actor is able to gain access to an active session (i.e., in-person, physical
access to a computer), then they can easily change the registered email and send themselves a password-reset
token, completing the account takeover.

Furthermore, it is possible for users with sufficient privileges to likewise change the emails and therefore
passwords of almost any user without first proving knowledge of the original password, or proving access to the
original email account.

Update: Nov. 30, 2021
During retesting RedTeam was unable to change the email address associated with any of the testing accounts.
As such, it was not possible to evaluate the 'forgot password' email change options.

Update: Nov. 30, 2021
The previous update was based on a misunderstanding of the finding. Making the email field read-only
remediated this finding.

Recommendations:

Require knowledge of the original password or use another form of identity verification in order to change a
password.

Affected System(s):

acesectest.adeptia.com
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Instance(s):
11

Status:
Remediated

Evidence:

adeptia.com

A\ ADEPTIA
Configure ﬁ‘
My Profile

Personal Information
First Name Noah &
Last Name Janes
Email kyletace-admin@redteamsecure.com
Title
Role Company/Partner

Adeptia %

Role
Sys Admin %

Evidence notes:
An administrative user's email can be changed without first proving ownership of the original email account.
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Edit User Detail

First Name

Last Name

Email consulting+ace.ituseraredteamsecure.com

. S
Cancel | £ Save

[® O Inspector [ Console [ Debugger 1) Network {} StyleEditor () Performance { Memory [E) Storage T Accessibility 5§ What's New

+ # |  FilterStyles thov .cls 4+ B
"> lml</d1ve element {+ { inline
x-form-item x-form-item-default x-form-type-text x-form-dirty x-field-default x-anchor-form-iten” N
"> l</dive
v <div 1d="textfield-1746" Class="x-field x-form-item x-form-item-default x-form-readonly X-form-type-text x-form-dirty x-field-default x-anchor-form-item” -x-form-text-default & { AC-allicssil
style="width:515px;" role="presentation’> color: @ #636363;
exttield-1746-labelEL" cla -form-item-label x-form-item-label-default x-selectable® data-ref="labelEL" style="padding-right:5px; padding: b 3px 6px 2px;
i for="textfield-1746-inputEl"> =</ label> background-color: () #7ff;
extfield-1746-bodyEl" class="x-form-item-body x-form-item-body-default x-form-text-field-body x-form-text-field-boedy-default " data-ref="bodyEl" font: b normal 16px/23px 'Raleway', sans-serif;
role="presentation”s nin-height: 28px;
v <div id="textfield-1746-triggerWirap" class="x-form-trigger-wrap x-form-trigger-wrap-default’ data-ref="triggerWrap" role="presentation"> inline-flex b
v <div id="textfield-1746-inputrap’ clas forn-text-wrap x-form-text -wrap-default” data-ref="inputWrap’ rol esentation”> x-form-text £+ { AC-all.css:l

<span textfield-1746-ariaStatusEl” clas: hidden-offsets” data.ref="ariaStatusEl" aria-hidden="true"s</span> bt )
<span id="textfield-1746-ariaErrorEl" class="x-hidden-clip” data-ref="ariaErrarEl" aria-hidden="true” aria-live="assertive'</span> border-radius: b
</div> display: block;
</div> background: b repeat-x § 0;
b <div id="textfield-1747" class="x-field x-form-item x-form-item-default x-form-readonly x-form-type-text x-form-dirty x-field-default x-anchor-form-item* L LorFaball 888
dth:515px;” role="presentation”s(=i</div> width: 106%;

b <div id="rolewidget-1748" class="x-panel connect-filter-btn x-panel-default" style="margin: Opx; width: 515px; height: 236px;" role="presentation®s (= </divs height: 180%;
b <div id="combo-1752" cl x-field x-form-item x-form-item-default x-form-type-text x-item-disabled x-field-default x-anchor-form-item’ style="width: h

x-border-box, .x-border-box * £+ { AC-all.css:l

€ rextfield pa-form-tr.. » divitextfield-1746-inputwrap.x-form-text.. > inputttextfield-1746-inputELx-form-fiel.. > bex-sizingt berder—bexi ¥

m-item-bo.. > diviitextf

Evidence notes:
The user can also change the emails, and therefore passwords, of other users.

c @ adeptia.com ) »* N @D =

Kali Linux Kali Tools Kali Training = Kal Kali Forums NetHunter ]| y Exploit-DB GHDB || MSFU

2D Hi, William
$3; A\ ADEPTIA p Q o
Partners  Transactions  Dashboard  Configure Business User
N ~
PROFILE INFORMATION My Profile Cancel | @ Save
My Profile >
Personal Information
Change Password
First Name William
Last Name Sang
Update Picture
Email I‘ acebusinessuser@yopmail.com I
L ]
Title
Role Company/Partner
adeptia X
Role
Business User X

Evidence notes:
Update: Nov. 30, 2021
The field that is no longer changeable, preventing the retesting of the 'forgot password' feature.

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

= (Likelihood (3 + 4) /2 = [V EST + Impact (6 + 4) /2 = [UETTED) /2
Reference(s):

https://cwe.mitre.org/data/definitions/620.html
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security Testing/04-Authen
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tication_Testing/09-Testing for Weak Password _Change_or Reset Functionalities

CvssS:
(AV:N/AC:H/Au:N/C:N/I:P/A:N)

[Back to Top

[THIS FINDING HAS BEEN REMEDIATED]
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Finding(s)

5. Weak Password |

Description:

A password is considered to be weak if it is easily guessable, publicly available (ie: default credentials), or if the
complexity is low enough that the password can be revealed by trying all combinations of allowed characters in
a short amount of time. Strong passwords should be 15 characters or more, and include 4 character types:
upper and lower case alphabetical characters, numbers, and special characters. Additionally, strong passwords
should not consist of easily guessable words and phrases.

Impact:

An attacker that can successfully guess a weak password will gain access to systems and services that may
contain sensitive information. This can also allow an attacker to further compromise a system by escalating
their privileges beyond those of the compromised account.

Test(s) Conducted:

While performing a penetration test, authentication attempts are made in order to determine if default
credentials are accepted, or if easily guessable passwords are in use. Additionally, if a password hash is
obtained it will be run against a list of common passwords. If a password is successfully guessed or if default
credentials are used, the password is considered weak. Password reset functionality is also probed to identify if
periodic password changes are required, and if one can reuse the same value for successive password changes.

Finding Comments:

The password policy for users requires only a minimum of eight (8) characters. RedTeam recommends a
minimum of 15 characters with enforced complexity in order to minimize the risk that passwords can be
guessed. The severity of this finding has been elevated slightly because under certain conditions, it is possible
to rapidly submit large volumes of brute-force password guessing attempts to the application.

Update: Nov. 30, 2021

RedTeam was informed by Adeptia that this was an application requirement. The brute-force vulnerability was
remediated, which reduced the Vulnerability and Probability factors and the severity of this finding by two points
each. This reduced the overall severity one point, to 4 out of 10, which is still Medium severity.

Recommendations:

Enforce a password policy that requires users to choose passwords that cannot be easily guessed. A typical
pattern for this would be to require:

fifteen (15) characters minimum

at least one (1) uppercase letter
at least one (1) lowercase letter

at least one (1) number

at least one (1) special character

When possible, ensure that passwords do not use use words from the dictionary. Password values should be
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reused no more often than once every ten password changes.
Affected System(s):

acesectest.adeptia.com

Instance(s):

11

Status:

Not Remediated

Evidence:

U a adeptia.com

A\ ADEPTIA

Reset Password

New Password ‘

& Numerals Special
- .

Confirm Password

Evidence notes:
The password policy is shown.

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

= (Likelihood (3 + 3) /2 = [H/AE)} + Impact (5 +5) /2 = ) 12
Reference(s):
http://www.welivesecurity.com/2016/01/20/weak-passwords-continue-pose-huge-security-threat/

http://www.theregister.co.uk/2016/03/02/password_scanning_honeypot_research/
https://cwe.mitre.org/data/definitions/521.html
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https://www.acunetix.com/blog/web-security-zone/common-password-vulnerabilities/
CVSS:
(AV:A/AC:L/Au:S/C:C/I:.C/A:C)

[Back to Top
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Finding(s)

6. Brute Force Requests Allowed |

[THIS FINDING HAS BEEN REMEDIATED]

Description:

The application does not throttle requests to critical functionality, either in terms of time between requests or in
terms of total failed requests. This means an attacker can make a large number of requests (login attempts,
database search, etc.) without limitation. This may allow for password guessing, dumping/scraping of data via
repeated searches, or potentially a denial of service if resource-intensive operations are requested.

Impact:

A brute force or dictionary attack against a login system could allow an attacker to compromise accounts and
perform actions on behalf of that user. If this user has sufficient permissions (such as an administrator) this
could allow for further exploitation of the target system, including but not limited to: data exfiltration,
tampering, and deletion, the discovery of sensitive information, placement of software backdoors and/or
exploitation of the host operating system. Rapidly-repeated searches against a database can be performed to
make an offline copy of data for further analysis or competitive advantage. Given enough time, a full copy of the
database could be made. A denial of service attack could be feasible if a resource-intensive task is requested
repeatedly, such as generating a large report, scheduling a backup of a database, or requesting pages with logic
errors leading to timeouts.

Test(s) Conducted:

Several requests are made to the affected service (login, search, etc.) and the responses are analyzed for signs
of a temporary lockout or other such throttling. If no such limit is reached within a reasonable time, then any
amount of attempts can be made as quickly as the application is able to respond, allowing for a brute-force
approach to be taken.

Finding Comments:

The change-password functionality can be abused by an authenticated user to engage in brute-force password
guessing attacks against other users. As the authenticated user types the existing password for verification
purposes, the application sends requests to the server to actively check the validity of the password. By
changing the User ID in the URI of the request and then submitting a large volume of identical requests
containing different passwords, a malicious actor can use the server responses to learn whether a password is
valid or not.

The severity of this finding is mitigated because the user must already be authenticated, and because a lower-
privileged user will have some difficulty guessing the correct endpoint for a given user. However, these UUIDs
are not random and can likely be effectively enumerated by a well-resourced or simply a patient attacker.

Update: Nov. 30, 2021
During retesting RedTeam found that the password check endpoint could no longer be tested for other UUIDs.
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Recommendations:

Enable a request limit on a per-service basis and enforce a temporary lockout period for exceeding the limit.
Exponential lockout time increases can help make attackers' attempts more costly in terms of time spent
waiting for lockouts to expire.

Affected System(s):
acesectest.adeptia.com/rest/users/checkcurrentpassword/[UUID-endpoint]
Instance(s):

11

Status:

Remediated

Evidence:

& m R t to https adeptia.com:443 [54.160

Forward Dirop Intercept is on

Pretty Raw

kcurrentpassword/1163
M

Evidence notes:
This is the request that can be exploited. The UUID can be incremented to target various users, and various
passwords can be submitted in a rapid series of requests.
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W
W
v
W
v
v
W
W
W
v
W
W
v

Evidence notes:
3425 requests, each containing a different password, were submitted in 1-2 minutes. The final password is
correct, and the server response reflects this.
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Request Response

SN Raw  'n Actions v Pretty m Render \n  Actions v

1 PUT f"r'es‘tfusersfcheckcurrentpassworH'I'I'Pfl.l 1 HTTR/1.1 404

2 Host: acesectest.adeptia.com 2 Strict-Transport-Security: max-age=31536000 ;

3 User-Agent: Mozilla/5.0 (¥11; Linux xB6 B4; rv:78.0) Gecko/20: includeSubDomains

4 Accept: */% 3 ¥-Frame-Options: SAMEORIGIM

5 Accept-Language: en-US,en;g=0.5 4 ¥-Content-Type-Options: nosniff

& Accept-Encoding: gzip, deflate The password for 5 X-XS5S-Protection: 1; mode=block

7 Content-Type: application/jsen this UUID is the & Cache-Control: no-cache

8 _cguit: CUgaBkilloxgumdMycecwm7fh79206FTW7br+  gne in the 7 Content-Security-Policy: script-src 'self' 'unsafe-inline’

9 K-Requested-With: XMLHttpReguest currentPasswaord ‘unsafe-eval '

10 Content-Length: 34 field 8 Connection: close

11 Origin: https://acesectest . adeptia.com S Set-Cookie: ACCESS TOKEM=

12 DNT: 1 but this token is for 27RFAey JhbGe101JTUzTIINIIsImVuYy IETLNIQSOyNTY 10, c SMvNENKTWI
15 Connection: close a different session pHULoMSEmY1 BL OXvivWl qS3pxWxJIzOnBRcEp JMOVORL hLY 2x FSWRSUSt 380
14 Beferer: https. flacesectest adeptia cons dUyeQ4zZny rudl Zdk 9T ZUNoMUd Ua 3F1 ZgpYdGEST3VY0] Pnd11BRVaye] R3U

=
0

S5|Cookie: ssitwmb=120; JSESSIONID=DOBY11SD0O0C30DSS00ZES1BESTADSE 1V TGIyRk9XbEB4MzZ1 y SGpXSL FXcUIINULY c Vo 25HL nbWFRLWFY VHpx d SNI
3hDOCSLAWL uLWSCM3BOOHh Winh1laUhFUSt aZgozRELGOFNYHVhOenBy cVRodOr eVl roUsVsSe50Z2d 2Cm ) 3dUVy L1 VFdzFLa0pz R3NLWER 40V 6oyt TMWhECTT
nl1aUlSZnMy VFFKS] BJaVp YKz JYVTFUZWd Da S91UGSm QUC SdHk KWLt VD d YWHE STUxweHZXR2VDVE vk ZFUxMGE1L 08k b1 pYNGxNczBCamlad KZMOVES Woz'Yz

nArcWZidyt radcrwTdaYmhhUk SLbnRybOpYOmRy b 3JwVDET SWFHe DNmLz NEY K QKcW1zNEp ARUZMOzBHMEY y ZTZp UXB4ST dvMHp TZHNXdHREZT Q4T 3NpaUvha

16 WZk ZCt kZ3hDOCOLdWl uWSCHM3BOOHh Wkl aUhFUGt 8 Zgoz RELGOFMYMYhO
17 { enBycVRodONHVULEVDVIVIZkbUdTTn IENK h GMm 1 TWHRLMTRRAL cx ZGLkWmd
"currentPassword": "P@sswOrd8443" Rz InZDZvkzZ1TmhiMAVYYnlvTz Z] Cit oUNcvNOSWWW1 20 VaT TFubERGMA

H FhZWhX¥c3M30VIxTUdhL3ZZbk x ONL WFenRs cl dwv] Yo 2VEROSSY ZRWOUd JZ

EZIYXZiL3MobmUKNTLtWnZDUFURS2w2c 1 p 1 OWNaSFYL Nk hOc FYHMUFz Snpx
cDBEbUZAULEZ Mk MEYHMLaWS4U3Y 3d 24x Omt xWl UvUmNKMT dad 3NzaGFv 2wo
Oaj FROXB3SKhk SEL IWDFt a3VUd kY v OXVOZWESMWVhMEL 250p ZREp INXRqaz
clamt GUGLPLTL j 001 02110031 iWFJI&dUk 3ZmMOSGRZCNNHRm Zo Q2 wWL hvZ
GOOONh1aERlTURWAZYwe ] LwUFRNMzRRAFRt dnl 1alUlSZnMy VFFKS] BlavpV
Kz JYNTFUZWd DaS21UGam0Ue SdHKk Kwwlt VDdYWXEGWHEL O] hLVWhiNTZ0s UM
zbh1 dMc 2Ry ZHNOSEZsNIUv dmI 4Umt veDVI T2l ph1ZUGWhLb GplkaHIETmZ] cT
ZrWVESMLITZ0poazB] aDEATWdPTORLZF Ihc GV Y1 Nnb 3AwZWd g WHpY V1 BFU
25] bOx L¥mMUWNRSS30 1Wn Z0N0Ot sN1FOb Gt ZVFZxVGhTcHo reSt TOGh4C1i85
¥k 9o OT1 3TkROLzhPR] MaWk sz VEx vRkdEcUo re FVmSXRSdUOSd TdVNL Z6enp
Sc3pRNGNCCL 1 SMESChEc rQVFpURY rdk Zo RHMWMEBK ST d5d V] bk 1 Kak NOWW
11 ZWAx ZCsSRGAm VWpR 1 SWS2QUNT e 31 20Ek vM) duVDETQk dj aml GRXFVdit SN
FBORM1 ZOXOwVURPUZ2dSYnNL DApl anSWSEUL Sn 12519y e XRTZFRYa3gz ROSq
TilxWnArcWZidyt rascrwTdgymhhUkSLbnRybOpYOmRy b 3JwVDBTSWFHzDN
mLzNEYkNHC] VaaopTh 2wy d FBNd XVSLUGUY cWx 1 dOdNSUSt o1 Uk dWlNe X g Hm
10cVUSUmNgWERL bl EzaE8x Zkw3UEt o VFFwc 2xj RkUS ., d7j Tu_hC2_ul0fEa
zdSTRigdLhmCBulros7 bzHVZ-Q: Path=/; Expires=Tue,

Evidence notes:
Update: Nov. 30, 2021 PUT request, showing that the checkcurrentpassword endpoint can no longer be used
for other UUIDs

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

= (Likelihood (4 + 3) /2 = + Impact (4 + 3) /2 = ) 2
Reference(s):

https://owasp.org/www-community/controls/Blocking Brute_Force_ Attacks
https://www.computerweekly.com/answer/Techniques-for-preventing-a-brute-force-login-attack
https://phoenixnap.com/kb/prevent-brute-force-attacks
https://www.imperva.com/learn/application-security/brute-force-attack/

CVSS:
(AV:N/AC:M/Au:M/C:P/I:P/A:P)

[Back to Top

[THIS FINDING HAS BEEN REMEDIATED]
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Finding(s)

7. HTTP Strict Transport Security Not Enforced | XAV ))

[THIS FINDING HAS BEEN REMEDIATED]

Description:

Strict transport security is used to ensure that web traffic uses an encrypted channel (HTTPS) to view and
access content. The identified web services do not enforce strict transport security, allowing for encrypted
communication to be downgraded to unencrypted communication. This requires a user to mistype a URL that
will result in an initial HTTP request being made in plain text. Additionally, utilizing the browser's autocomplete
function can result in the same request being sent (i.e. typing "face" and the browser automatically finishes
facebook.com). This attack requires that a malicious user already has a man-in-the-middle attack on the
network to see the request being made, and also intercept traffic.

Impact:

Successful exploitation can allow an attacker to downgrade web server connections to plain text, and view
sensitive information as it is being passed to the server.

Test(s) Conducted:

This finding is first identified if we are able to access site content using HTTP, and are not redirected to a secure
(HTTPS) site. The second way of validating this finding is to identify if the HTTPS response header "Strict-
Transport-Security" is being used.

Finding Comments:

While testing, RedTeam noted the HTTP Strict-Transport-Security header is not being used correctly. The max-
age value is set to 0, which instructs the browser to remove the cached HSTS policy immediately. A max-age of
two years is recommended. This vulnerability could allow for an attacker to downgrade the encrypted
connection to a non-encrypted version (plain HTTP). In order for a malicious actor to exploit this vulnerability,
they would need to have a man-in-the-middle position between the server and the client.

Reference:
https://hstspreload.org/

Update: Nov. 30, 2021
RedTeam found that HSTS was enforced, and included subdomains, thus remediating this finding.

Recommendations:

Configure the web server in such a way that requests for HTTP content are redirected to HTTPS. This can be
done using the "Strict-Transport-Security" header in the response. Additionally, the "preload" option can be used
to specify that a web browser should check the preload repository to ensure that traffic is supposed to be
encrypted.
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Affected System(s):
acesectest.adeptia.com
Instance(s):

1

Status:

Remediated

Evidence:

Start 2021-10-11 14:36:55 -->> 54,160.177.221:443 (acesectest.adeptia.com) <<--

rDNS (54.160.177.221): ec2-54-160-177-221.compute-1.amazonaws.com.
Service detected: HTTP

Testing HTTP header response "

HTTP Status Code 200

HTTP clock skew 0 sec from localtime

Strict Transport Security HSTS max-age is set to 0. HSTS is disabled, just
Public Key Pinning -~

Server banner Adeptia

Application banner --

Evidence notes:
The max-age is set to 0.

Testing HTTP header response "

HTTP Status Code

HTTP clock skew from localtime

Strict Transport Security =31536000 s, includeS
Public Key Pinning

Server banner

Application banner
Cookie(s)
Security headers
nosniff
: script-src "self’ "unsafe-inline’

Evidence notes:
Update: Nov. 30, 2021
Scan results showing the HSTS settings.

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

TAPHE)] = (Likelihood (2 + 4) /2 = {EYRE)N + Impact (2 + 3) /2 = [HVEPEN) /2

Reference(s):

https://www.owasp.org/index.php/HTTP_Strict_Transport_Security
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http://www.troyhunt.com/2015/06/understanding-http-strict-transport.html
CVSS:
(AV:A/AC:H/Au:S/C:.C/I:C/A:N)

[Back to Top

[THIS FINDING HAS BEEN REMEDIATED]

RedTeam Security 32 of 45 Adeptia



HEdTeam Proprietary & Confidentizl

SECURITY CONSULTING 612-234-T848 | www redteamsecure com | Info@redteamsecure com

Finding(s)

8. 3DES Ciphers Supported | |XJV¥%5))

[THIS FINDING HAS BEEN REMEDIATED]

Description:

Transport Layer Security (TLS) is the protocol used to make an encrypted connection for client-server
communication. This protocol is used in combination with ciphers to encrypt the data. In the case of the affected
systems, a 3DES cipher is supported for this communication. These ciphers are limited to a 112-bit key length. It
has been academically proven that a key length of less than 128-bits can be reversed by a malicious actor.

Impact:

If a malicious actor is able to gain suitable network position to capture network traffic, it may be possible to
decrypt session details and other session information. In the original proof of concept, 785 GB of data was
needed in order to exploit this vulnerability.

Test(s) Conducted:

A connection is made to the server using several DES-CBC3-SHA ciphers. If any of the connections using these
ciphers are successful, the server is considered vulnerable.

Finding Comments:

The 3DES cipher suite has known weaknesses in its mathematical implementation which could enable an
adversary in a privileged network position to decrypt intercepted network traffic and recover information sent to
the affected host, including user credentials, session tokens, or potentially sensitive information.

Update: Nov. 30, 2021
RedTeam found that the 3DES cipher was no longer supported, thus remediating the finding.

Recommendations:

Disable the use of "DES-CBC3-SHA" ciphers within the server's configuration. If these ciphers cannot be
disabled, the cipher order should be changed to ensure these ciphers are used only as a last resort.

Affected System(s):
acesectest.adeptia.com
Instance(s):

1

Status:

Remediated
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Evidence:

Start 2021-18-11 14:37:08 -->> 54,160.177.221:443 (acesectest.adeptia.com) <<--

roONS (54.160.177.221): ec2-54-160-177-221.compute-1.amazonaws.com.
Service detected: HTTP

NULL ciphers (no encryption)

Anonymous NULL Ciphers (no authentication)

Export ciphers (wfo ADH+NULL)

LOW: 64 Bit + DES, RC[2,4] (w/o export)

Triple DES Ciphers / IDEA offered

Evidence notes:
3DES Ciphers are enabled.

¢ cipher categories

NULL ciphers (no encryption) of fered (OK)

Anonymous NULL Ciphers (no authentication) offered (OK)
Export ciphers (w/o ADH+NULL) of fered (OK)
LOW: 64 Bit + DES, RC[2,4], MD5 (w/o export) ot of 1 (OK)
Triple DES Ciphers / IDEA

Evidence notes:
Update: Nov. 30, 2021
Scan results showing that the 3DES cipher is not offered.

Severity Calculation:

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood
+ Impact) /2

WTAPWEY] = (Likelihood (3 + 2) /2 = [NJTRPEN]Y + Impact (2 + 2) /2 = [RTREIN) /2
Reference(s):

https://www.rapid7.com/db/vulnerabilities/ssl-3des-ciphers
https://medium.com/@cbrt/disabling-3des-and-changing-cipher-suites-order-22396cb05828
https://cheatsheetseries.owasp.org/cheatsheets/TLS Cipher_String_Cheat Sheet.html
CVSS:

(AV:N/AC:H/Au:N/C:P/I:P/A:N)

[Back to Top

[THIS FINDING HAS BEEN REMEDIATED]
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Finding(s)

9. Concurrent Login Sessions Allowed | |XVX#N)

Description:

Users could use one set of authentication credentials to have more than one unique logon session active at the
same time. Even though this occurrence may not seem to be related to security it could reduce the granularity
of session identifiers or may render logging less useful.

If multiple users can log in to the same account simultaneously, non-repudiation is not possible. This behavior
could indicate that a user is attempting to perform malicious activity. Allowing multiple user sessions can allow
for a bad actor to control a user's account at the same time as a legitimate user.

Impact:

This vulnerability could enable higher-risk attacks, such as cloning and hijacking sessions. Also, this can allow a
bad actor to access the account at the same time as legitimate users with very little way of identifying the
account has been compromised.

Test(s) Conducted:

RedTeam Security logs into the application using the same user account and different browsers. Additional
checks are made for alerts or logging that may notify a user that their account is being used in another location
or by another device.

Finding Comments:

It is possible to have concurrent sessions. This sets up some of the preconditions needed for user session hijack
attacks and attacks leveraging stolen credentials if they can occur without detection. If allowing concurrent
sessions is determined to have a legitimate business use case, presenting a notice of login activity with IP
address to the user's registered email address and within the session would ensure the logged in user is aware
of the multiple sessions.

Update: Nov. 30, 2021
RedTeam was informed by Adeptia that this was an application requirement.

Recommendations:
Consider limiting users to only one session per username. Despite many websites allowing concurrent sessions
for the convenience of their users, it presents business risks that must be accepted or addressed. Preventing

concurrent sessions can help prevent higher-risk exploits, such as session cloning and session hijacking.

If multiple user sessions are required, a message notifying the users that new session has been initiated should
be implemented.

Affected System(s):

acesectest.adeptia.com
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Instance(s):
1

Status:

Not Remediated

Evidence:

adeptia.com

+ @ v

Value Domain Path Expires /Max-Age v Data

SiboPZvJ9Lnd.
1
GAL2.7837400
GAL2.9261485.
J15deyJn;

5 dey Jhb Geidi . FFSchfYpayaTRS|
20:41:39 GMT*

eyIZXTpY2V.

Value Path

NqOi1529GDrh

KRpBRORHVIL

%00
ssitwmb | 120

! Wed, 13 Oct 2021 21:15:26 GMT-

HISTORY I
JSESSIO.. | C69BID78D9E J
JSESSIO.. | node0ltr4m.. - lades
jwid  1sJ006x38miS J
16_hash I

810 J
ssitumb 120 J Session ~ ACCESS_TOKEN: Aray

Evidence notes:
Two concurrent sessions are active.

Severity Calculation:

a\ = (=
> . Hi, Noah . Hi, Noah N
2> (S lal |2 AADePTIA e ()] o - A ADEPTIA e (R) |a
Partners Dashboara  Configure & Sysdmin % sysadmin
b ] - E MESSAGE MY SETUP
. &3 [
ClaimsDataCapture - , -9 EDI_Outbound_Tem -5 , - WELCOME TO ADEPTIA CONNECT! =
Templates Template plate1 Here we can manage all the transactions with customers and partners 7 3 3
Capture Template
¥ QO Inspector Console D Debugger N Network {} StyleEditor (Q) Performance £t Memory [F Storage 3 D 4 - X or (D performance {0 Memory m » 8 @ x

+cmE v

Expires/ Max-Age ¥ Data

ssssss

adeptia.com®

Wed, 13 Oct 2021 21:19:56 GMT*

 ACCESS_TOKEN: Array

The process for calculating the finding's severity is derived by assigning a numeric value between 0 and 9 to
four (4) criteria separated into Likelihood and Impact. The formula is best represented here: Likelihood(Threat
Agents + Vulnerability Factors) /2 + Impact(Technical Impact + Business Impact) /2 = Risk Rating(Likelihood

+ Impact) /2

= (Likelihood (1 + 1) /2 = + Impact (1 + 1) /2 = [ETNERN) /2

Reference(s):

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management Cheat Sheet.html#simultaneous-session-

logons

https://www.networkworld.com/article/2227748/why-concurrent-logins-to-a-windows-network-are-a--very--bad-id

ea.html
CVSS:
(AV:N/AC:H/Au:M/C:P/I:P/A:P)

[Back to Top
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Appendix A

Approach

RedTeam Security's application penetration test combines the results from industry-leading scanning tools with
manual testing to enumerate and validate vulnerabilities, configuration errors, and business logic flaws. In-
depth manual network testing enables us to find what scanners often miss.

Web applications are particularly vulnerable to external attack given that they are inherently designed to be
accessible to the internet. While automated scanners check for known vulnerabilities, they are incapable of
actually reporting on real business risk. Our Web application and API security testing helps you lower your risk of
data breach, improve productivity, protect your brand, and maximize your ROI.

RedTeam Security's application penetration test service utilizes a risk-based approach to manually identify
critical application-centric vulnerabilities that exist on all in-scope assets.

Using this approach, RedTeam's comprehensive Web Application Penetration Test covers the classes of
vulnerabilities in the Open Web Application Security Project (OWASP) Top 10 2017 and beyond:

Injection

Broken Authentication

Sensitive Data Exposure

XML External Entities (XXE)

Broken Access Control

Security Misconfigurations

Cross-Site Scripting (XSS)

Insecure Deserialization

Using Components with known vulnerabilities
Insufficient Logging & Monitoring

Cwoo Nk WNE

=

Automated vs Manual Testing

RedTeam's approach consists of about 80% manual testing and about 20% automated testing - actual results
may vary slightly. While automated testing enables efficiency, it is effective in providing efficiency only during
the initial phases of a penetration test. At RedTeam Security, it is our belief that an effective and comprehensive
test can only be realized through rigorous manual testing techniques.

Tools

In order to perform a comprehensive real-world assessment, RedTeam Security utilizes commercial tools,
internally developed tools and some of the same tools that hackers use on each and every assessment. Once
again, our intent is to assess systems by simulating a real-world attack and we leverage the many tools at our
disposal to effectively carry out that task. More information on some of the tools used during an engagement is
included in Appendix C.
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Appendix A

Methodology

Penetration Testing Methodology

Information Gathering
Threat Modeling

Exploitation
Reporting

Information Gathering

The information-gathering phase consists of Google search engine reconnaissance, server fingerprinting,
application enumeration and more. Information gathering efforts results in a compiled list of metadata and raw
output with the goal of obtaining as much information about the applications's makeup as possible.
Reconnaissance includes initial application foot printing, metafile leakage review, service enumeration and
operating system fingerprinting. The purpose of this step is to collectively map the in-scope application and
prepare for threat identification.

During the Information Gathering phase, RedTeam Security will perform the following:

¢ Use discovery tools to passively uncover information about the application environment

¢ |dentify entry points into the application, such as administration portals or backdoors

¢ Perform fingerprinting in order to identify the underlying development framework and individual
components.

¢ Send fuzzing requests to be used in the analysis of error codes that may disclose valuable information
that could be used to launch a more targeted attack

¢ Actively scan available services for vulnerabilities and develop a test plan for later phases in the
assessment

Threat Modeling

With the information collected from the previous step, security testing transitions to identifying vulnerabilities
within the in-scope environment. This typically begins with automated scans but quickly morphs into manual
testing techniques using more pointed and direct tools. During the threat-modeling step, assets are identified
and categorized into threat categories. These may involve: sensitive documents, trade secrets, financial
information, etc.

During this phase, RedTeam Security will perform the following:

¢ Use open source, commercial and internally developed tools to identify well-known vulnerabilities

¢ Enumerate the in-scope applications to effectively build a map of each of the features, components, and
areas of interest

¢ Build the applications's threat model using the information gathered in this and previous phases to be

RedTeam Security 38 of 45 Adeptia



used as a plan of attack for later pahases within the assessment
¢ Upload preliminary vulnerability information to the customer portal for review
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Appendix A

Vulnerability Analysis

The vulnerability analysis step involves the documenting and analysis of vulnerabilities discovered as a result of
the previous steps. This includes the analysis of out from the various security tools and manual testing
techniques.

During this phase, RedTeam Security will perform the following:

Compile the list of areas of interest and develop a plan for exploitation

Search and gather known exploits from various sources

Analyze the impact and likelihood for each potential exploitable vulnerability

Select the best method and tools for properly exploiting each of the suspected exploitable vulnerabilities

Exploitation

Unlike a vulnerability assessment, a penetration test takes such a test quite a bit further by way of exploitation.
Exploitation involves establishing access to the application or connected components through the bypassing
and exploitation of security controls in order to determine their actual real world risk. Throughout this step, we
perform several manual tests incapable of being performed through automated means, such as scanners.
During a RedTeam Security penetration test, this phase consists of heavy manual testing tactics and is often the
most time-intensive phase.

Exploitation may include, but is not limited to credential harvesting, buffer overflows, SQL injection, cross-site
scripting, and command injection.

As part of the Exploitation phase, RedTeam Security will perform the following:

o Attempt to manually exploit any identified vulnerabilities in order to determine the level of risk and level
of exploitation possible

¢ Capture and log evidence to provide proof of exploitation (ie: imagess, screenshots, configs, etc.)

¢ Notify the client of any Critical findings upon discovery by telephone and email

¢ Upload validated exploits and their corresponding evidence/information to the project portal for client
review

¢ Perform re-testing, per client request

Reporting

The reporting phase is intended to compile, document and risk rate findings to generate a clear and actionable
report, complete with evidence, for the project stakeholders. If the customer requests, a presentation of findings
will occur via online meeting.

During this phase, RedTeam Security will perform the following:

¢ Ensure all findings have been uploaded to the project portal for client review

¢ Create the penetration test report, along with evidence, and conduct an internal review before uploading
it to the client portal for review

¢ Optionally, schedule a meeting with the client to present and discuss the identified vulnerabilities
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Appendix A

Comprehensive Methodology

Each web application or api penetration test is conducted consistently using globally accepted and industry
standard frameworks. In order to ensure a sound and comprehensive penetration test, RedTeam leverages
industry standard frameworks as a foundation for carrying out penetration tests. The underlying framework is
based on the Open Web Application Security Project (OWASP).

. Config
Ajax Mgmt
- / -
Web Auth
Service Application Testing

OWASP is a globally accepted framework designed to enable the execution of effective web application
penetration testing consistent with best practices all while ensuring a wholistic and comprehensive evaluation.
At RedTeam Security, we consider this framework to be critical to our application and api penetration testing.
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RedTeam Security has adopted an industry-standard approach to assigning risk ratings to vulnerabilities. This
approach is used in all our assessments and provides our clients with risk ratings that take into account a
number of factors ranging from: Skill Level needed to exploit, Motive, Ease of Exploit, Loss of Integrity to

Privacy/Reputational Damage.

Our comprehensive approach ensures that our clients’ vulnerabilities are represented by their true real-world
likelihood and potential impact to their business.

Risk Rating Factors

(. skill Level
*Motive
+Opportunity
*Size

/

*Loss of
Confidentiality

* Loss of Integrity
« Loss of Availability

*Loss of
\_Accountability

* Ease of Discovery
* Ease of Exploit
«Awareness
*Intrusion Detection

Threat
Agent
Factors

Vulnerabili J
ty Factors

Technical

Impact

inancial Damage
* Reputational
Damage
*Non-Compliance
*Privacy Violation
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Appendix B

Risk Calculation

Threat Agent + Vulnerability Factors

Likelihood

Technical Impact + Business Impact

Likelihood + Impact

Risk Rating

Risk Calculation is carried out through a quantitative method. The calculation is an industry standard approach
and is widely adopted by many organizations across the globe. Please see the detail below for a walkthrough of
the risk calculation process.

Calculation of Likelihood is achieved by the equation:

e AVERAGE(Threat Agent + Vulnerability Factors) = Likelihood
Calculation of Impact is achieved by the equation:

¢ AVERAGE(Technical Impact + Business Impact) = Impact
Calculation of the finding’s overall Risk Rating is achieved by the following equation:

¢ AVERAGE(Likelihood + Impact) = Risk Rating

Factors Explained

THREAT AGENT FACTORS
Factors in this category aid in establishing the real-world likelihood of exploitation. These factors take into
account the knowledge required to exploit the vulnerability and breadth of the threat.

¢ Skill Level - How technically skilled are the group of agents

¢ Motive - How motivated are the group of agents

¢ Opportunity - What resources/opportunity are required to find/exploit
¢ Size - How large is the group of agents
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Appendix B

VULNERABILITY FACTORS
Factors in this category aid in establishing the real-world likelihood of exploitation. Overall, these factors take
into account the ease of exploitation and how well known it might be.

¢ Ease of Discovery - How easy is it to discover this vulnerability
Ease of Exploit - How easy is it to actually exploit this vulnerability
¢ Awareness - How well known is this vulnerability

Intrusion Detection - How likely is this to be exploited

TECHNICAL IMPACT FACTORS
Factors in this category aid in establishing the estimated impact. Overall, these factors account for potential
damage to CIA (Confidentiality, Integrity, Availability) with respect to data.

Loss of Confidentiality - How much data could be disclosed and how sensitive
Loss of Integrity - How much data could be corrupted/damaged

Loss of Availability - How much service could be lost and how vital is it

Loss of Accountability - Are the threat agents’ action traceable to an individual

BUSINESS IMPACT FACTORS
Factors in this category aid in establishing the estimated impact. Overall, these factors account for potential
damage to the business, such as reputation, finances and privacy.

Financial Damage - How much financial damage would result

Reputational Damage - Would an exploit cause reputational damage
Non-Compliance - How much does exposure does non-compliance introduce
Privacy Violation - How much personally identifiable information could be disclosed
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Appendix C

Tools

Shown below is a list of the most commonly used tools during such an engagement. RedTeam Security
consultants utilize commercial, open source and RedTeam-developed tools. Be advised this is not an completed
and exhaustive list and not all tools are used on every engagement. RedTeam works to select the best tool for
the most accurate results for each client engagement.

Nessus Weblnspect
Metasploit Wireshark
AppScan Burp Suite Pro
sqglmap testssl/sslscan
netifera CyberChef
OWASP Zap Nkito

ffuf wfuzz
dirbuster POF

Custom in house tools Brutus

Hydra John the Ripper
hashcat Maltego
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